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o  Chapter 1: Effective Payment Processing -  Getting Set-Up for 
Success 

o  Chapter 2: Protecting Your Sales Process from Fraud - Fraud 
Trends and Tools 

o  Chapter 3: Navigating Post Sale Chargeback Challenges 

o  Chapter 4: Maximizing Your Billing Efforts and Customer 
Retention 

 
 



Chapter 1: Effective 
Payment Processing – 

Getting Set-Up for Success 



Setting Up for Success:  
MCC Code and Interchange Rates 

Merchant Category Code (MCC):  
§  A four-digit number assigned to merchants and classifies each business by 

type of goods and/or services provided 
§  Ensure your business selects proper MCC code as it determines approval 

rates and interchange fees that your business pays 

Interchange Rates:  
§  A fee the acquirer pays to the issuer and passed through to the merchant 
§  Interchange rates make up 90% of the direct cost of every transaction 
§  CNP transactions have HIGHER rate than card-present transactions 
 

Interchange 
Rate 

Pin Debit 

Signature Debit 

Standard 

Premium 

Card Type 



Setting Up for Success:  
Best Practices for Secure CNP Payment Processing 



Setting Up for Success:  
Safe and Secure Payment Processing 

CNP Merchants Need to Insulate Payment Processing 
Operation Beyond PCI Requirement 

 Data Protection:  
§  Encryption: Data should be encrypted when sent across public networks 
§  Merchant Partner Data Protection: All partners should protect cardholder data 
§  Limited Access to Cardholder Data 
§  Secure Data Storage 
 
Tokenization:  
§  Tokenization replace sensitive user data with a reversible benign substitute 
§  Information is guarded from being released to hackers 
 
End-to-End (E2E) Encryption:  
§  Works hand in hand with Tokenization so that the card number is never 

stored unencrypted by the merchant (most merchants store customer 
cardholder data before it moves to the payment process) 

 



Setting Up for Success:  
PCI Compliance 

PCI DSS is Comprised of 12 Security Requirements to Protect 
Cardholder Data 

 

Non-Compliance Fines: $5,000 - $100K 
Data Security Breach Fines: $50 - $90 per cardholder can be imposed  



Chapter 2:  
Protection from Fraud – 
Fraud Trends and Tools 



Protection from Fraud:  
Common Types of CNP Fraud 

Phishing:  
§  Fraudsters obtain sensitive information such as usernames/passwords or bank 

account/credit card numbers in an attempt to utilize this data to make fraudulent 
purchases/steal identity 

 
Account Takeover:  
§  Fraudsters target web users while the users are accessing their various accounts, 

email addresses and social networks with goal of stealing credentials to make 
fraudulent purchases 

 
Carding:  
§  Fraudsters use websites with real-time transaction processing to make small 

purchases with stolen card information to make sure the card is valid. If the transaction 
goes through, the fraudster then makes a larger purchase with the card information or 
sells the number to a criminal 

 
Malware:  
§  Potential hackers mislead a victim to install a malicious app and conduct background 

monitoring to gain access to sensitive information on a computer 
 



Protection from Fraud:  
Popular Schemes 



Protection from Fraud:  
Fraud Solutions 



Protection from Fraud:  
Fraud Solutions 



Chapter 3:  
Navigating Post Sale 

Chargeback Challenges 



Chargeback Challenges:  
How Chargebacks Occur 

Friendly Fraud is relatively easy and is at an all time high: $11.8 Billion in 2012 



Chargeback Challenges:  
Chargeback Lifecycle 



Chargeback Challenges:  
Myths and Misconceptions 



Chargeback Challenges:  
Single Sale vs. Recurring – Preventing Chargebacks 



Chargeback Challenges:  
Proactive Customer Service and Code Changes 



Chapter 4:  
Maximizing Your Billing Efforts 

and Customer Retention 



Maximizing Billing Efforts:  
Reasons and Types of Declines 

Top Reasons for Card Declines, Some Preventable:  
§  Expired card accounts have not been updated 
§  Timing of the authorization 
§  Processing errors related to the authorization message 
* Be sure to look at the authorization decline response codes  
 
Soft vs. Hard Declines:  
§  Soft Decline: Transactions that may be successful with a subsequent attempt 

§  Reasons: “insufficient funds”, “processor declined”, “voice authorization required” 
§  Reattempt the transactions up to three times over a number of weeks, can be 

resubmitted one or two days after the decline occurred 
§  Hard Decline: Transactions that require action on behalf of the issuing bank 

or cardholder; cannot perform a subsequent attempt for approval 
§  Reasons: “card stole”, “invalid card”, “account closed” 
§  Reason for decline is not temporary and thus a reattempt to gain approval is not 

possible 
 

Understanding decline types and implications between them allow 
merchants to operate within an acceptable decline ratio 



Maximizing Billing Efforts:  
Decline Management and Customer Retention 

Understand Why Customers Leave (CHURN):  
§  CNP merchants with recurring payment business models see higher frequency of 

declined transactions: up to 25% - 30% more 
§  Recurring Business Model Churn Reasons: Incorrect credit card number/exp. Date, 

insufficient funds, other technical issues) 
 

Best Practices for Recurring Billing (Decrease CHURN) 
 



Maximizing Billing Efforts:  
Other Billing Options Best Practices to Decrease CHURN  


